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Law and the regulatory authority

1 Legislative framework

Summarise the legislative framework for the protection 
of personally identifiable information (PII). Does your 
jurisdiction have a dedicated data protection law? Is the data 
protection law in your jurisdiction based on any international 
instruments on privacy or data protection?

There is currently no dedicated data protection legislation in South 
Africa. The protection of PII is dealt with on a piecemeal basis by vari-
ous pieces of legislation, including the Consumer Protection Act 2008 
(CPA), the National Credit Act 2005 (NCA), the Promotion of Access 
to Information Act 2000 (PAIA), the Electronic Communications and 
Transactions Act 2002 (ECTA) and the Regulation of Interception 
of Communications and Provision of Communication-Related 
Information Act (RICA).

A dedicated data protection law in the form of the Protection 
of Personal Information Act 2013 (POPI) has been promulgated by 
Parliament. POPI has been based on principles that are very similar 
to those found in the OECD guidelines and the EU Data Protection 
Directive. However, POPI is not yet in force (except for a few limited 
sections dealing with the establishment of the Regulator and the provi-
sions allowing for the drafting of the regulations). The discussion that 
follows will be with reference to the data protection system that will be 
put in place by POPI. Where POPI is discussed in relation to a specific 
topic, it means that current legislation does not adequately cover the 
same. It should be noted that even though POPI has been promulgated 
by Parliament, the regulations have not yet been drafted and will con-
tain a substantial amount of detail not yet provided by POPI.

2 Data protection authority

Which authority is responsible for overseeing the data 
protection law? Describe the investigative powers of the 
authority.

The PAIA regulates the rights of individuals to access information and 
is overseen by the Human Rights Commission. 

POPI establishes the office of the Information Regulator, which 
will be responsible for overseeing the protection of PII. The powers, 
duties and functions of the Regulator include:
• providing education, by promoting an understanding and accept-

ance of the conditions for lawful processing of personal informa-
tion, by promoting the protection of personal information through 
educational programmes, by making public statements on mat-
ters affecting the protection of personal information, by providing 
advisory services for the exercise of rights of data subjects, and by 
providing advisory services to responsible parties or ministers on 
any matter relevant to the operation of POPI;

• monitoring and enforcing compliance with the Act by both pri-
vate and public bodies, by undertaking research and monitoring 
of developments in the information processing and computer 
technology to ensure that such developments do not have adverse 
effects, by examining any proposed legislation that could have an 
effect on the protection of personal information, by reporting to 
Parliament on any matter affecting the protection, by conducting 

assessments of public or private bodies to ascertain that the per-
sonal information is processed lawfully;

• consulting with interested parties by inviting and receiving rep-
resentations from members of the public on matters affecting the 
personal information of a data subject, by cooperating at a national 
and international level with other persons or bodies concerned 
with the protection of personal information, and being a mediator 
in disputes pertaining to the protection of the personal information;

• handling complaints by receiving and investigating the complaints, 
providing relevant feedback to complainants, gathering informa-
tion that will assist in discharging the duties and carrying out the 
functions of the Regulator, and resolving disputes using dispute 
resolution mechanisms such as mediation and conciliation;

• conducting research and reporting to Parliament from time to time 
on the desirability of acceptance of international instruments relat-
ing to the protection of personal information and on any matter 
including legislative amendments;

• in terms of codes of conduct, issuing, amending and revoking 
codes of conduct, making guidelines to enable bodies to develop or 
apply codes of conduct and reconsidering determinations by adju-
dicators under approved codes of conduct;

• facilitating cross-border cooperation by participating in any initia-
tive aimed at the enforcement of privacy laws; and 

• generally doing anything necessary for the performance of any of 
the outlined functions, to exercise and perform such functions, 
powers and duties as are conferred by the Regulator in terms of 
the Act, requiring the disclosure of the data subject whose data 
has been compromised to exercise the powers conferred upon the 
Regulator in terms of POPI.

The Regulator may publish reports relating to the exercise of the 
Regulator’s functions, if it is in the public interest.

3 Breaches of data protection

Can breaches of data protection law lead to administrative 
sanctions or orders, or criminal penalties? How would such 
breaches be handled?

The RICA, ECTA, PAIA, NCA and CPA have limited provisions that 
relate indirectly to data protection and, in certain instances, the breach 
of those provisions could lead to administrative or criminal sanctions 
or both. POPI provides for criminal sanctions to be imposed on any per-
son upon conviction of an offence listed in POPI.

Any person convicted of an offence under the terms of POPI is 
liable to a fine or to imprisonment (ranging from a period not exceed-
ing 12 months to a period not exceeding 10 years) or to both a fine and 
imprisonment. Administrative penalties may also be imposed. A data 
subject can also institute civil action against a responsible party that 
has breached POPI’s provisions, whether or not there has been negli-
gence or intent on the responsible party’s part.
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Scope

4 Exempt sectors and institutions

Does the data protection law cover all sectors and types of 
organisation or are some areas of activity outside its scope?

POPI applies to the processing of personal information entered in a 
record by or for a responsible party by making use of automated or non-
automated means, provided that when the recorded personal infor-
mation is processed by non-automated means, it forms part of a filing 
system or is intended to form part thereof.

POPI does not apply to the processing of personal information 
during a personal or household activity, or information that has been 
de-identified to the extent that it cannot be re-identified, or on behalf 
of a public body where it involves national security, including activi-
ties aimed at the identification of the financing of terrorist and related 
activities, defence or public safety to the extent that adequate safe-
guards have been established in legislation for the protection of such 
personal information, or by the Cabinet, its committees or the execu-
tive council of a province, or relating to the judicial functions of a court.

The provisions of POPI do not apply to the processing of personal 
information solely for the purpose of journalistic, literary or artistic 
expression to the extent that such an exclusion is necessary to recon-
cile, as a matter of public interest, the right to privacy with the right to 
freedom of expression. Where a responsible party who processes per-
sonal information for exclusively journalistic purposes is, by virtue of 
an office, employment or profession, subject to a code of ethics that pro-
vides safeguards for the protection of personal information, such code 
will apply to the processing concerned to the exclusion of POPI and any 
alleged interference with the protection of the personal information of 
a data subject that may arise as a result of such processing must be adju-
dicated as provided for in terms of that code. 

The Regulator may grant an exemption to a responsible party to 
process personal information by notice in the Gazette irrespective of 
whether the information is in breach of a condition for the processing 
of such information, provided the Regulator is satisfied that the public 
interest in processing substantially outweighs any interference with the 
privacy of the data subject that could result from such processing or the 
processing involves a clear benefit to the data subject or a third party 
that substantially outweighs any interference with the privacy of the 
data subject or third party that could result from such processing.

Personal information processed for the purpose of discharg-
ing a relevant function is exempt to the extent to which the applica-
tion of those provisions to the personal information would probably 
prejudice the proper discharge of that function. In this context, func-
tion refers to any function of a public body or any function conferred 
on any person under law that is performed to protect members of the 
public against financial loss due to the dishonesty and malpractice of 
persons concerned in the provision of banking, insurance, investment 
or other financial services or the management of bodies corporate; or 
the dishonesty, malpractice or other seriously improper conduct or 
incompetence of persons authorised to carry out a profession or any 
other activity. 

5 Communications, marketing and surveillance laws

Does the data protection law cover interception of 
communications, electronic marketing or monitoring and 
surveillance of individuals? If not, list other relevant laws in 
this regard.

POPI contains some provisions regulating electronic marketing (see 
question 41). However, the interception of communications is specifi-
cally governed by the RICA, which prohibits the monitoring or inter-
ception of communications unless it takes place in accordance with the 
RICA’s provisions.

6 Other laws

Identify any further laws or regulations that provide specific 
data protection rules for related areas.

The CPA contains specific provisions relating to direct marketing and 
consumer privacy. The NCA regulates the privacy of credit informa-
tion. The ECTA contains certain voluntary data protection provisions 
in the context of electronic communication. The right to privacy is also 

enshrined in section 14 of the Constitution of the Republic of South 
Africa 1996.

7 PII formats

What forms of PII are covered by the law?

POPI is applicable to the processing of all PII entered in a record, which 
includes any recorded information regardless of its form or medium. 
A record is defined as any recorded information regardless of its form 
or medium, including writing on any material; information produced, 
recorded or stored by means of any tape recorder, computer equipment, 
whether hardware or software or both, or other device, and any mate-
rial subsequently derived from information so produced, recorded or 
stored, with a label, marking or other writing that identifies or describes 
anything of which it forms part, or to which it is attached by any means; 
book; map; plan; graph or drawing; or photograph, film, negative, tape 
or other device in which one or more visual images are embodied so 
as to be capable, with or without the aid of some other equipment, of 
being reproduced, in the possession or under the control of a responsi-
ble party, irrespective of whether it was created by a responsible party 
and regardless of when it came into existence.

In terms of POPI’s definition, PII means information relating to an 
identifiable, living, natural person, and where it is applicable, an iden-
tifiable, existing juristic person. It includes various forms of personal 
information, including: 
• information relating to the race, gender, sex, pregnancy, marital 

status, national, ethnic or social origin, colour, sexual orientation, 
age, physical or mental health, well-being, disability, religion, con-
science, belief, culture, language and birth of the person; 

• information relating to the education or the medical, financial, 
criminal or employment history of the person; 

• any identifying number, symbol, email address, physical address, 
telephone number, location information, online identifier or other 
particular assignment to the person; 

• the biometric information of the person; 
• the personal opinions, views or preferences of the person; 
• correspondence sent by the person that is implicitly or explicitly 

of a private or confidential nature or further correspondence that 
would reveal the contents of the original correspondence; 

• the views or opinions of another individual about the person; and 
• the name of the person if it appears with other personal informa-

tion relating to the person or if the disclosure of the name itself 
would reveal information about the person.

8 Extraterritoriality

Is the reach of the law limited to PII owners and processors of 
PII established or operating in the jurisdiction?

POPI applies where the responsible party is domiciled in the Republic 
or not domiciled in the Republic, but makes use of automated or non-
automated means in the Republic, unless those means are used only to 
forward personal information through the Republic.

9 Covered uses of PII

Is all processing or use of PII covered? Is a distinction made 
between those who control or own PII and those who provide 
PII processing services to owners?

POPI distinguishes between a ‘responsible party’, which means a public 
or private body or any other person, which alone or in conjunction with 
others determines the purpose of and means for processing personal 
information, and the ‘operator’, which means a person who processes 
personal information for a responsible party in terms of a contractor 
mandate without coming under the direct authority of that party.

Legitimate processing of PII

10 Legitimate processing – grounds

Does the law require that the holding of PII be legitimised 
on specific grounds, for example to meet the owner’s legal 
obligations or if the individual has provided consent?

Personal information must be processed lawfully and in a reasonable 
manner that does not infringe the privacy of the data subject.
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Personal information may only be processed if, given the purpose 
for which it is processed, it is adequate, relevant and not excessive.

Personal information may only be processed if:
• the data subject (or a competent person where the data subject 

is a child) consents to the processing; processing is necessary to 
carry out actions for the conclusion or performance of a contract to 
which the data subject is a party; 

• processing complies with an obligation imposed by law on the 
responsible party; 

• processing protects a legitimate interest of the data subject; 
• processing is necessary for the proper performance of a public law 

duty by a public body; or 
• processing is necessary for pursuing the legitimate interests of 

the responsible party or of a third party to whom the information 
is supplied.

The responsible party bears the burden of proof for the data subject’s 
or competent person’s consent. The data subject or competent person 
may at any time withdraw his or her consent, provided that the lawful-
ness of the processing of personal information before such withdrawal 
or the processing of personal information will not be affected.

Processing of information is not in breach of a condition if the 
Regulator grants an exemption or processing is for the purpose of dis-
charging a relevant function (as discussed above).

11 Legitimate processing – types of PII

Does the law impose more stringent rules for specific types 
of PII?

POPI regulates specific personal information, which relates to the reli-
gious or philosophical beliefs, race, ethnic origin, trade union member-
ship, political persuasion, health or sex life or biometric information of 
a data subject, or the criminal behaviour of a data subject to the extent 
that such information relates to the alleged commission by a data sub-
ject of any offence or any proceedings in respect of any offence alleg-
edly committed by a data subject or the disposal of such proceedings.

The Regulator may, upon application by a responsible party and by 
notice in the Gazette, authorise a responsible party to process special 
information if such processing is in the public interest and appropriate 
safeguards have been put in place to protect the personal information of 
the data subject, and may impose reasonable conditions for authorisa-
tion granted.

The prohibition on processing personal information concern-
ing a data subject’s religious or philosophical beliefs does not apply if 
the processing is carried out by spiritual or religious organisations or 
independent sections of those organisations if the information con-
cerns data subjects belonging to such organisations or it is necessary 
to achieve their aims and principles or if it is carried out by institutions 
founded on religious or philosophical principles with respect to their 
members or employees or other persons belonging to the institution, 
if it is necessary to achieve their aims and principles, or other institu-
tions provided that the processing is necessary to protect the spiritual 
welfare of the data subjects, unless they have indicated that they object 
to the processing.

The prohibition does not apply to the processing of personal infor-
mation regarding the religion or philosophy of life of family members 
of data subjects if the association concerned maintains regular contact 
with those family members in connection with its aims and family mem-
bers have not objected in writing to the processing. Personal informa-
tion concerning a data subject’s religious or philosophical beliefs, which 
is processed in accordance with the exceptions mentioned above, may 
not be supplied to third parties without the consent of the data subject.

The prohibition on processing personal information concerning a 
data subject’s race or ethnic origin does not apply if the processing is 
carried out to identify data subjects and only when this is essential for 
that purpose and to comply with the laws and other measures desig-
nated to protect or advance persons, or categories of persons, disadvan-
taged by unfair discrimination.

The prohibition on processing personal information concerning a 
data subject’s trade union membership does not apply if the process-
ing is by the trade union to which the data subject belongs or the trade 
union federation to which that trade union belongs, if such processing 
is necessary to achieve the objectives of the trade union or trade union 

federation. Even so, no personal information may be supplied to third 
parties without the consent of the data subject.

The prohibition on processing personal information concerning a 
data subject’s political persuasions does not apply to the processing by 
or for an institution founded on political principles of the personal infor-
mation of its members or employees or other persons belonging to the 
institution if such processing is necessary to achieve the objectives or 
principles of the institution or a data subject if such processing is neces-
sary for the purposes of forming a political party, participating in the 
activities of or engaging in the recruitment of members for or canvass-
ing supporters or voters for a political party with the view to an election 
of the National Assembly, the provincial legislature, municipal elections 
or a referendum. 

The prohibition on processing personal information concerning a 
data subject’s health or sex life does not apply to: 
• processing by medical professionals, healthcare institutions or 

facilities or social services (if such processing is necessary for the 
proper treatment and care of the data subject or for the administra-
tion of the institution or professional practice concerned); 

• insurance companies, medical aid schemes, medical aid scheme 
administrators and managed healthcare organisations (if such pro-
cessing is necessary for assessing risk to be insured if the data sub-
ject has not objected to the processing, for the performance of an 
insurance or medical aid agreement or for the enforcement of any 
contractual rights and obligations); 

• schools (if such processing is necessary to provide special support 
for pupils or making special arrangements in connection with their 
health or sex life); 

• any public or private body (if such processing is necessary in con-
nection with the implementation of prisons sentences or detention 
measures); or 

• administrative bodies, pension funds, employers or institutions 
working for them (if such processing is necessary for the imple-
mentation of the provisions of laws, pension regulations or collec-
tive agreements that create rights dependent on the health or sex 
life of the data subject, or the reintegration of or support for work-
ers or persons entitled to benefit in connection with sickness or 
work incapacity).

The responsible party can only process such information subject to an 
obligation of confidentiality by virtue of office, employment, profes-
sion or legal provision, or established by a written agreement between 
the responsible party and the data subject. The responsible party must 
treat the information as confidential unless the responsible party is 
required by law to communicate the information to other parties who 
are authorised to process such information. Personal information con-
cerning inherited characteristics may not be processed in respect of a 
data subject from whom the information concerned has been obtained 
unless a serious medical interest prevails or the processing is necessary 
for historical, statistical or research activity.

The prohibition on processing personal information concerning 
a data subject’s criminal behaviour does not apply if the processing is 
carried out by bodies charged by law with applying criminal law or by 
responsible parties who have obtained that information in accordance 
with the law. The processing of information concerning personnel in the 
service of the responsible party must take place in accordance with the 
rules established in compliance with labour legislation.

A responsible party may not process personal information concern-
ing a child. The prohibition on processing the personal information of 
children does not apply if processing is carried out with the prior con-
sent of a competent person, or if it is necessary for the establishment, 
exercise or defence of a right or obligation in law, or it is necessary to 
comply with an obligation of international public law, or for historical, 
statistical or research purposes to the extent that the purpose serves 
a public interest and the processing is necessary for the purpose con-
cerned or it appears to be impossible or would involve a disproportion-
ate effort to ask for consent and sufficient guarantees are provided for to 
ensure that the processing does not adversely affect the individual pri-
vacy of the child to a disproportionate extent or of personal information 
that has deliberately been made public by the child with the consent of 
a competent person. The Regulator will, upon application by a responsi-
ble party and by notice in the Gazette, authorise such responsible party 
to process the personal information of children if the processing is in 
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the public interest and appropriate safeguards have been put in place to 
protect the personal information of the child.

Data handling responsibilities of owners of PII

12 Notification

Does the law require owners of PII to notify individuals whose 
PII they hold? What must the notice contain and when must it 
be provided?

A data subject has the right to be informed that the personal informa-
tion about him or her is being collected or that his or her personal infor-
mation has been accessed or acquired by an unauthorised person.

Steps must be taken to ensure that the data subject is aware of the 
purpose of the collection of his or her information.

If personal information is collected, the responsible party must take 
reasonably practicable steps to ensure that the data subject is aware of: 
• the information being collected and, where the information is not 

collected from the data subject, the source from which it is collected; 
• the name and address of the responsible party; 
• the purpose for which the information is being collected; 
• whether or not the supply of the information by that data subject is 

voluntary or mandatory; 
• the consequences of a failure to provide information; 
• any particular law authorising or requiring the collection 

of information; 
• the fact that, where applicable, the responsible party intends to 

transfer the information to a third country or international organ-
isation and the level of protection afforded to the information by 
that third country or international organisation; 

• any further information such as the recipient or category of recipi-
ents of information; 

• the nature or category of the information; 
• the existence of the right of access to and the right to rectify the 

information collected; 
• the existence of the right to object to the processing of personal 

information; and 
• the right to lodge a complaint to the Information Regulator, which 

is necessary, having regard to the specific circumstances in which 
the information is or is not to be processed to enable processing in 
respect of the data subject to be reasonable.

The steps referred to above must be taken if the personal information is 
collected directly from the data subject, before the information is col-
lected and unless the data subject is already aware of the information 
referred to or in any other case, before the information is collected or as 
soon as is reasonably practicable after it has been collected.

A responsible party that has previously taken steps in relation to the 
subsequent collection from the data subject of the same information or 
information of the same kind if the purpose of collection of the informa-
tion remains the same.

13 Exemption from notification

When is notice not required?

It is not necessary for a responsible party to comply with the notification 
provision if:
• the data subject or a competent person (where the data subject is a 

child) has provided consent for the non-compliance; 
• the non-compliance would not prejudice the legitimate interests of 

the data subject; 
• non-compliance is necessary to avoid prejudice to the maintenance 

of the law by any public body including the prevention, detection, 
investigation, prosecution and punishment of offences, to comply 
with an obligation imposed by law or to enforce legislation concern-
ing the collection of revenue or for the conduct of proceedings in 
any court or tribunal that have commenced or are reasonably con-
templated or in the interests of national security; 

• compliance would prejudice a lawful purpose of the collection; 
or where compliance is not reasonably practicable in the circum-
stances of the particular case; or 

• the information will not be used in a form in which the data sub-
ject may be identified or be used for historical, statistical or 
research purposes.

14 Control of use

Must owners of PII offer individuals any degree of choice 
or control over the use of their information? In which 
circumstances?

A data subject has the right to have his or her personal information 
processed in accordance with the conditions for the lawful processing 
of personal information, including the right to object, on reasonable 
grounds relating to his or her particular situation, to the processing of his 
or her personal information and to object to the processing of his or her 
personal information at any time for the purposes of direct marketing.

A responsible party may only process the personal information of a 
data subject who is a customer of the responsible party if the data sub-
ject has been given a reasonable opportunity to object, free of charge 
and in a manner free of unnecessary formality, to such use of his or her 
electronic details at the time when the information was collected and on 
the occasion of each communication with the data subject for the pur-
pose of marketing if the data subject has not initially refused such use.

15 Data accuracy

Does the law impose standards in relation to the quality, 
currency and accuracy of PII?

A responsible party must take reasonably practicable steps to ensure 
that complete, accurate, not misleading and updated where necessary. 
In doing so, the responsible party must have regard to the purpose for 
which personal information is collected or further processed.

Personal information must be collected directly from the data sub-
ject except:
• if the information is contained in or derived from a public record or 

has deliberately been made public by the data subject; 
• if the data subject or competent person has consented to the collec-

tion of the information from another source;
• if collection of the information from another source would not prej-

udice a legitimate interest of the data subject; 
• if collection of the information from another source is necessary to 

avoid prejudice to the maintenance of the law by any public body 
including the prevention, detection, investigation, prosecution and 
punishment of offences; 

• in order to comply with an obligation imposed by law or to enforce 
legislation concerning the collection of revenue or for the conduct 
of proceedings in any court or tribunal that have commenced or are 
reasonably contemplated; 

• in the interests of national security or to maintain legitimate inter-
ests of the responsible party or of a third party to whom the infor-
mation is supplied; or

• where compliance would prejudice a lawful purpose of the collec-
tion or where compliance is not reasonably practicable in the cir-
cumstances of the particular case.

The responsible party must restrict processing of personal information 
if its accuracy is contested by the data subject for a period enabling the 
responsible party to verify the accuracy of the information, the respon-
sible party no longer needs the personal information for achieving the 
purpose for which the information was collected or subsequently pro-
cessed, but it has to be maintained for the purposes of proof, or the 
processing is unlawful and the data subject opposes its destruction or 
deletion and requests the restriction of its use instead, or if the data 
subject requests to transmit the personal data into another automated 
processing system.

Personal information may, with the exception of storage, only be 
processed for the purposes of proof, with the data subject’s consent, 
with the consent of a competent person, for the protection of the rights 
of another natural or legal person, or if such processing is in the pub-
lic interest.

Where processing of personal information is restricted, the respon-
sible party must inform the data subject before uplifting the restriction 
on processing.

A data subject has the right to have his or her personal informa-
tion processed in accordance with the conditions for the lawful pro-
cessing of personal information, including the right to request, where 
necessary, the correction, destruction or deletion of his or her per-
sonal information.
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A data subject may, in the prescribed manner, request a responsi-
ble party to correct or delete personal information about the data sub-
ject in its possession or under its control that is inaccurate, irrelevant, 
excessive, out of date, incomplete, misleading or obtained unlawfully 
or request that the responsible party destroy or delete a record of per-
sonal information about the data subject that the responsible party is 
no longer authorised to retain. 

Upon receipt of such a request, the responsible party must cor-
rect the information, destroy or delete the information, provide the 
data subject to his or her satisfaction with credible evidence in support 
of the information or, where agreement cannot be reached between 
the responsible party and the data subject and if the data subject so 
requests, take such steps as are reasonable in the circumstances to 
attach to the information in such a manner that it will always be read 
with the information, and an indication that a correction of the infor-
mation has been requested but has not been made.

If the information has been changed according to the request by 
the data subject and the change has an effect on decisions taken or 
still to be taken, the responsible party must, if reasonably practicable, 
inform each person or body or responsible party to whom the personal 
information has been disclosed of such steps. The responsible party 
must also inform a data subject who has made a request of the action 
taken as a result of the request.

16 Amount and duration of data holding

Does the law restrict the amount of PII that may be held or the 
length of time it may be held?

Records of personal information must not be retained any longer than 
is necessary for achieving the purpose for which the information was 
collected or subsequently processed, unless retention of the record 
is required or authorised by law, or the responsible party reasonably 
requires the record for lawful purposes related to its functions or activi-
ties, retention of the record is required by a contract between the par-
ties, or the data subject or a competent person has consented to the 
retention of the record.

Records of personal information may be retained for periods in 
excess of those contemplated for historical, statistical or research pur-
poses if the responsible party has established appropriate safeguards 
against the records being used for any other purposes.

A responsible party that has used a record of personal information 
of a data subject to make a decision about the data subject must retain 
the record for such period as may be required or prescribed by law or 
a code of conduct, or if there is no law or code of conduct prescribing 
a retention period, retain the record for a period, which will afford the 
data subject a reasonable opportunity, taking all considerations relat-
ing to the use of the personal information into account, to request 
access to the record.

A responsible party must destroy or delete a record of personal 
information or de-identify it as soon as is reasonably practicable after 
the responsible party is no longer authorised to retain such record.

The deletion or destruction of a record of personal information 
must be done in a manner that prevents its reconstruction in an intel-
ligible form.

17 Finality principle

Are the purposes for which PII can be used by owners 
restricted? Has the ‘finality principle’ been adopted?

The finality principle has been adopted. Personal information must be 
collected for a specific, explicitly defined and lawful purpose related to 
a function or activity of the responsible party.

18 Use for new purposes

If the finality principle has been adopted, how far does the 
law allow for PII to be used for new purposes? Are there 
exceptions or exclusions from the finality principle?

Further processing of personal information must be in accordance with 
the purpose for which it was collected. To assess whether the further 
processing is compatible with the purpose of collection, the responsible 
party must take account of the relationship between the purpose of the 
intended further processing and the purpose for which the information 

has been collected, the nature of the information concerned, the con-
sequences of the intended further processing for the data subject, the 
manner in which the information has been collected, and any contrac-
tual rights and obligations between the parties. 

The further processing of personal information is not incompatible 
with the purpose of collection:
• if the data subject or a competent person has consented to the 

further processing of the information or where the information 
is available in or derived from a public record or has deliberately 
been made public by the data subject;

• where further processing is necessary to avoid prejudice to the 
maintenance of the law by any public body including the pre-
vention, detection, investigation, prosecution and punishment 
of offences;

• in order to comply with an obligation imposed by law or to enforce 
legislation concerning the collection of revenue, or for the conduct 
of proceedings in any court or tribunal that have commenced or are 
reasonably contemplated or in the interests of national security;

• where the further processing of information is necessary to prevent 
or mitigate a serious and imminent threat to public health or public 
safety or the life or health of the data subject or another individual;

• where the information is used for historical, statistical or research 
purposes and the responsible party ensures that the further pro-
cessing is carried out solely for such purposes and will not be pub-
lished in an identifiable form; or

• where the further processing of the information is in accordance 
with an exemption granted by the Regulator.

Security

19 Security obligations

What security obligations are imposed on PII owners and 
service providers that process PII on their behalf ?

A responsible party must secure the integrity and confidentiality of per-
sonal information in its possession or under its control by taking appro-
priate, reasonable, technical and organisational measures to prevent 
the loss of, damage to or unauthorised destruction of personal infor-
mation and unlawful access to or processing of personal information.

The responsible party must take reasonable measures:
• to identify all reasonably foreseeable internal and external risks to 

personal information in its possession or under its control; 
• establish and maintain appropriate safeguards against the 

risks identified; 
• regularly verify that the safeguards are effectively imple-

mented; and
• must ensure that the safeguards are continually updated in response 

to new risks or deficiencies in previously implemented safeguards.

A responsible party must have due regard to generally accepted infor-
mation security practices and procedures that may apply to it gener-
ally or be required in terms of specific industry or professional rules 
and regulations.

An operator or anyone processing personal information on behalf 
of a responsible party or an operator must process such information 
only with the knowledge or authorisation of the responsible party, and 
treat personal information that comes to their knowledge as confiden-
tial and must not disclose it unless required by law or in the course of 
the proper performance of their duties.

A responsible party must, in terms of a written contract between 
the responsible party and the operator, ensure that the operator that 
processes personal information for the responsible party establishes 
and maintains the security measures as identified.

20 Notification of data breach

Does the law include (general and/or sector-specific) 
obligations to notify the supervisory authority and individuals 
of data breaches? If breach notification is not required by law, 
is it recommended by the supervisory authority?

Where there are reasonable grounds to believe that the personal 
information of a data subject has been accessed or acquired by any 
unauthorised person, the responsible party must notify the Regulator 
and the data subject, unless the identity of such data subject cannot 
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be established. The notification must be made as soon as reasonably 
possible after the discovery of the compromise, taking into account 
the legitimate needs of law enforcement or any measures reasonably 
necessary to determine the scope of the compromise and to restore the 
integrity of the responsible party’s information system. The responsi-
ble party may only delay notification of the data subject if a public body 
responsible for the prevention, detection or investigation of offences 
or the Regulator determines that notification will impede a criminal 
investigation by the public body concerned. 

The notification to a data subject must be in writing and communi-
cated in at least one of the following ways: mailed to the data subject’s 
last known physical or postal address, sent by email to the data sub-
ject’s last known email address, placed in a prominent position on the 
website of the responsible party, published in the news media or as may 
be directed by the Regulator. 

The notification of data must provide sufficient information to 
allow the data subject to take protective measures against the poten-
tial consequences of the breach, including a description of the possi-
ble consequences of the breach, a description of the measures that the 
responsible party intends to take or has taken to address the breach, a 
recommendation with regard to the measures to be taken by the data 
subject to mitigate the possible adverse effects of the breach and, if 
known to the responsible party, the identity of the unauthorised person 
who may have accessed or acquired the personal information. 

The regulator may direct a responsible party to publicise in any 
manner specified the fact of any compromise to the integrity or con-
fidentiality of personal information, if the Regulator has reasonable 
grounds to believe that such publicity would protect a data subject who 
may be affected by the compromise.

The operator must notify the responsible party immediately where 
there are reasonable grounds to believe that the personal informa-
tion of a data subject has been accessed or acquired by any unauthor-
ised person.

Internal controls

21 Data protection officer

Is the appointment of a data protection officer mandatory? 
What are the data protection officer’s legal responsibilities?

Each public and private body must make provision, in the manner pre-
scribed in the PAIA, for the designation of such a number of persons, if 
any, as deputy information officers as is necessary to perform the said 
duties and responsibilities and any power or duty conferred or imposed 
on an information officer by this Act to a deputy information officer of 
that public or private body.

An information officer’s responsibilities include the encourage-
ment of compliance by the body with the conditions for the lawful 
processing of personal information, dealing with requests made to 
the body pursuant to the Act, working with the Regulator in relation to 
investigations conducted pursuant to the Act and otherwise ensuring 
compliance by the body with the provisions of the Act or as may be pre-
scribed. Officers must take up their duties in terms of this Act only after 
they have been registered with the Regulator by the responsible party.

The information officer appointed pursuant to PAIA will serve as 
the data protection officer for the purposes of POPI’s requirements.

22 Record keeping

Are owners of PII required to maintain any internal records or 
establish internal processes or documentation? 

A responsible party must maintain the documentation of all processing 
operations under its responsibility.

Registration and notification

23 Registration

Are PII owners and/or processors of PII required to register 
with the supervisory authority? Are there any exemptions?

This aspect is not addressed by POPI.

24 Formalities

What are the formalities for registration?

This aspect is not addressed by POPI.

25 Penalties

What are the penalties for a PII owner or processor of PII for 
failure to make or maintain an entry on the register?

This aspect is not addressed by POPI.

26 Refusal of registration

On what grounds may the supervisory authority refuse to 
allow an entry on the register? 

This aspect is not addressed by POPI.

27 Public access

Is the register publicly available? How can it be accessed?

This aspect is not addressed by POPI.

28 Effect of registration

Does an entry on the register have any specific legal effect?

This aspect is not addressed by POPI.

Transfer and disclosure of PII

29 Transfer of PII

How does the law regulate the transfer of PII to entities that 
provide outsourced processing services?

A responsible party must, in terms of a written contract between the 
responsible party and the operator, ensure that the operator that pro-
cesses personal information for the responsible party establishes and 
maintains the security measures as identified. 

The operator must notify the responsible party immediately where 
there are reasonable grounds to believe that the personal informa-
tion of a data subject has been accessed or acquired by any unauthor-
ised person.

30 Restrictions on disclosure

Describe any specific restrictions on the disclosure of PII to 
other recipients.

Specific restrictions are imposed on the providers of processing ser-
vices, as set out in question 29. In general, responsible parties are also 
required to maintain the confidentiality of PII.

31 Cross-border transfer

Is the transfer of PII outside the jurisdiction restricted?

A responsible party in South Africa may not transfer personal infor-
mation about a data subject to a third party who is in a foreign country 
unless the third-party recipient is subject to a law, binding corporate 
rules, a binding agreement or a memorandum of understanding entered 
into between two or more public bodies that provide an adequate level 
of protection that effectively upholds principles for the reasonable pro-
cessing of the information that is substantially similar to the conditions 
for the lawful processing of personal information relating to a data sub-
ject who is a natural person and, where applicable, a juristic person, 
and includes provisions that are substantially similar to this section, 
relates to the further transfer of personal information from the recipi-
ent to third parties who are in a foreign country, the data subject con-
sents to the transfer, the transfer is necessary for the performance of a 
contract between the data subject and the responsible party or for the 
implementation of precontractual measures taken in response to the 
data subject’s request, the transfer is necessary for the conclusion or 
performance of a contract concluded in the interest of the data subject 
between the responsible party and a third party, or the transfer is for the 
benefit of the data subject and it is not reasonably practicable to obtain 
the consent of the data subject to that transfer, and if it were reasonably 
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practicable to obtain such content, the data subject would be likely to 
give it.

32 Notification of cross-border transfer

Does cross-border transfer of PII require notification to or 
authorisation from a supervisory authority?

The responsible party must obtain prior authorisation from the 
Regulator prior to any transfer of special personal information or per-
sonal information of children to a third party in a country that does not 
provide adequate protection for the processing thereof.

33 Further transfer

If transfers outside the jurisdiction are subject to restriction 
or authorisation, do these apply equally to transfers to service 
providers and onwards transfers?

A responsible party in South Africa may not transfer personal infor-
mation about a data subject to a third party who is in a foreign country 
unless the third party who is the recipient of the information is subject 
to a law, binding corporate rules, a binding agreement or a memoran-
dum of understanding entered into between two or more public bodies, 
which provide an adequate level of protection that effectively upholds 
principles for reasonable processing of the information that are sub-
stantially similar to the conditions for the lawful processing of personal 
information relating to a data subject who is a natural person and where 
applicable a juristic person and includes provisions that are substan-
tially similar to this section, relates to the further transfer of personal 
information from the recipient to third parties who are in a foreign 
country, the data subject consents to the transfer, the transfer is neces-
sary for the performance of a contract between the data subject and the 
responsible party or for the implementation of precontractual measures 
taken in response to the data subject’s request, the transfer is necessary 
for the conclusion or performance of a contract concluded in the inter-
est of the data subject between the responsible party and a third party, 
or the transfer is for the benefit of the data subject and it is not reason-
ably practicable to obtain the consent of the data subject to that transfer, 
and if it were reasonably practicable to obtain such content, the data 
subject would be likely to give it.

Rights of individuals

34 Access

Do individuals have the right to access their personal 
information held by PII owners? Describe how this right can 
be exercised as well as any limitations to this right. 

Having provided adequate proof, a data subject has the right to request a 
responsible party to confirm, free of charge, whether or not the responsi-
ble party holds personal information about the data subject and request 
from such responsible party the record or a description of the personal 
information about the data subject held by the responsible party includ-
ing information about the identity of all third parties or categories of 
third parties who have or have had, access to the information within a 
reasonable time, at a prescribed fee, in a reasonable manner and format 
and in a form that is generally understandable. 

A data subject must be advised of the right to request the correction 
of information. Where the data subject is required by the responsible 
party to pay a fee for services provided, to enable the responsible party 
to respond, the responsible party must give the applicant a written esti-
mate of the fee before providing the services and may require the appli-
cant to pay a deposit for all or part of the fee. A responsible party may or 
must refuse to disclose any information requested to which the grounds 
for refusal of access to records as set out in the PAIA apply. If a request 
for information is made to a responsible party and part of such informa-
tion may or must be refused, every other part must be disclosed.

The provisions of PAIA pertaining to the form of requests apply to 
requests made in terms of access to personal information.

A data subject has a right to have his or her personal information 
processed in accordance with the conditions for the lawful processing of 
personal information, including a right to establish whether a responsi-
ble party holds personal information of that data subject and to request 
access to his or her personal information.

35 Other rights

Do individuals have other substantive rights?

A data subject may, in the prescribed manner, request a responsible 
party to correct or delete personal information about the data sub-
ject in its possession or under its control that is inaccurate, irrelevant, 
excessive, out of date, incomplete, misleading or obtained unlawfully, 
or request that the responsible party destroy or delete a record of per-
sonal information about the data subject that the responsible party is no 
longer authorised to retain. 

Upon receipt of such a request, the responsible party must correct 
the information, destroy or delete the information, provide the data 
subject (to his or her satisfaction) with credible evidence in support of 
the information or, where agreement cannot be reached between the 
responsible party and the data subject and if the data subject so requests, 
take such steps as are reasonable in the circumstances to attach to the 
information an indication that a correction of the information has been 
requested but has not been made.

If the information has been changed according to the request by the 
data subject and the change has an effect on decisions taken or still to 
be taken, the responsible party must, if reasonably practicable, inform 
each person or body or responsible party to whom the personal infor-
mation has been disclosed of such steps. The responsible party must 
also inform a data subject who has made a request of the action taken as 
a result of the request.

A data subject has a right to have his or her personal information 
processed in accordance with the conditions for the lawful processing of 
personal information, including a right to request, where necessary, the 
correction, destruction or deletion of his or her personal information as 
provided for by POPI.

36 Compensation

Are individuals entitled to monetary damages or 
compensation if they are affected by breaches of the law? Is 
actual damage required or is injury to feelings sufficient?

A data subject or, at the request of the data subject, the Regulator 
may institute a civil action for damages against a responsible party for 
breach of any provision of the Act, regardless of whether there is intent 
or negligence on the part of the responsible party.

In the event of a breach, the responsible party may raise any of the 
following defences against an action for damages: 
• force majeure;
• consent of the plaintiff;
• fault on the part of the plaintiff;
• compliance was not reasonably practicable in the circumstances;
• the Regulator has granted an exemption; or
• the breach was perpetrated by a recipient of personal information 

while they were a party to a non-binding memorandum of under-
standing between two or more public bodies. 

A court hearing such proceedings may award an amount that is just and 
equitable, including the payment of damages as compensation for pat-
rimonial and non-patrimonial loss suffered by a data subject as a result 
of the breach, aggravated damages in a sum as determined by the court, 
interest, and costs of the suit on such scale as may be determined by 
the court. Any amount awarded by the Regulator must be dealt with in 
the following manner: the full amount must be deposited into a spe-
cifically designated trust account established by the Regulator with an 
appropriate financial institution, the Regulator may recover all reason-
able expenses incurred in bringing proceedings as a first charge against 
such amount, and if there is any balance remaining, the Regulator 
must distribute it to the data subject at whose request the proceedings 
were brought. 

A court issuing an order must order it to be published in the Gazette 
and by such other appropriate public media announcement as the court 
considers appropriate. Any civil action instituted may be withdrawn, 
abandoned or compromised but any agreement or compromise must 
be made an order of court. If a civil action has not been instituted, any 
agreement or settlement may, on an application to the court by the 
Regulator after due notice to the other party, be made an order of court 
and must be published in the Gazette and by such other public media 
announcement as the court considers appropriate.
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37 Enforcement

Are these rights exercisable through the judicial system or 
enforced by the supervisory authority or both?

Any person may submit a complaint to the Regulator in the prescribed 
manner and form alleging interference with the protection of the per-
sonal information of a data subject. A responsible party or a data subject 
may submit a complaint to the Regulator in the prescribed manner and 
form if he or she is aggrieved by the determination of an adjudicator.

Upon receiving a complaint, the Regulator may:
• conduct a pre-investigation;
• act at any time during the investigation and where appropriate as 

conciliator in relation to any interference with the protection of the 
personal information of a data subject in the prescribed manner;

• decide to take no action on the complaint or require no further 
action in respect of the complaint; 

• conduct a full investigation of the complaint; or
• refer the complaint to the Enforcement Committee or take such 

further action as is contemplated by the provisions of the Act. 

If a responsible party is alleged to have committed an offence under the 
Act, the Regulator may deliver an infringement notice by hand to that 
person (hereafter referred to as the infringer), which must contain the 
following particulars:
• the name and address of the infringer;
• the particulars of the alleged offence; and 
• the amount of the administrative fine payable, which may not 

exceed 10 million rand.

The Regulator must also inform the infringer that, not later than 30 
days after the date of service of the infringement notice, the infringer 
may pay the administrative fine or make arrangements with the 
Regulator to pay in instalments, or elect to be tried in court on a charge 
of having committed the alleged offence. The notice must state that a 
failure to comply with the requirements of the notice within the time 
permitted will result in the administrative file becoming recoverable by 
the Regulator, and a filing with the clerk of court or registrar for a liquid 
debt in the amount specified in the statement.

If an infringer elects to be tried in court for a charge of having 
committed the alleged offence under POPI, the Regulator must hand 
the matter over to the South African Police Service and inform the 
infringer accordingly. 

Exemptions, derogations and restrictions

38 Further exemptions and restrictions

Does the law include any derogations, exclusions or 
limitations other than those already described? Describe the 
relevant provisions.

The Regulator may grant an exemption to a responsible party to pro-
cess personal information by notice in the Gazette irrespective of the 
information being in breach of a condition for the processing of such 
information, provided the Regulator is satisfied that the public inter-
est in the processing substantially outweighs any interference with the 
privacy of the data subject that could result from such processing or the 
processing involves a clear benefit to the data subject or a third party 
that substantially outweighs any interference with the privacy of the 
data subject or third party that could result from such processing.

Public interest could refer to:

• the interest of national security; 
• the prevention, detection and prosecution of offences; 
• important economic and financial interests of public bodies; 
• fostering compliance with established legal provisions; 
• historical, statistical or research activity; or 
• the special importance of the interest in freedom of expression.

The Regulator may impose reasonable conditions in respect of any 
exemption granted.

Supervision

39 Judicial review

Can PII owners appeal against orders of the supervisory 
authority to the courts?

A responsible party on whom an information or enforcement notice 
has been served may, within 30 days of receiving the notice, appeal to 
the High Court having jurisdiction for the setting aside or variation of 
the notice. A complainant who has been informed of the result of the 
investigation by the Regulator may, within 180 days of receiving the 
result, appeal to the High Court having jurisdiction against the result.

Specific data processing 

40 Internet use

Describe any rules on the use of ‘cookies’ or equivalent 
technology.

This aspect is not directly addressed by POPI.

41 Electronic communications marketing

Describe any rules on marketing by email, fax or telephone.

The CPA regulates direct marketing. Section 11 of the CPA provides 
consumers with the right to restrict unwanted direct marketing. This 
right includes the right to refuse, to accept, to require another person 
to discontinue or to pre-emptively block any direct marketing com-
munication. A consumer may thus require any person who approaches 
the consumer for the purposes of direct marketing, within a reasonable 
time, to desist from initiating any further communication. The section 
also makes provision for the establishment of a registry in which con-
sumers may register a pre-emptive block either generally or for specific 
purposes. The registry for pre-emptive blocking purposes is currently 
being established and the provisions relating to pre-emptive blocking 
are not yet in force. Consumers may rescind transactions that arise 
from direct marketing within a specified time period.

The ECTA also deals with unsolicited commercial communica-
tions. In terms of section 45 of ECTA, the sender must provide the 
recipient with the option to stop subscription to a mailing list. At the 
recipient’s request, the sender must also provide the recipient with 
identifying particulars of the source.

Once POPI comes into force, it may replace the above provisions 
and the regulatory system will change from opt-out to opt-in. POPI 
contains the following provisions relating to direct marketing:
• a data subject has a right not to have his or her personal informa-

tion processed for direct marketing purposes by means of unsolic-
ited electronic communications;

• a data subject has a right to have his or her personal information 
processed in accordance with the conditions for the lawful pro-
cessing of personal information, including a right not to be subject, 
under certain circumstances, to a decision that is based solely on 
the basis of the automated processing of his or her personal infor-
mation intended to provide a profile of such person as provided for 
in POPI;

• a data subject may at any time object to the processing of per-
sonal information in a prescribed manner, on reasonable grounds 
relating to his or her particular situation, unless legislation 
provides for such processing or for the purposes of direct mar-
keting other than direct marketing by means of unsolicited elec-
tronic communications;

• the processing of personal information of a data subject for the 
purposes of direct marketing by means of any form of electronic 
communication, including automatic calling machines, facsimile 

Update and trends

The chairperson and members of the Information Protection 
Regulator were appointed during the course of 2016. In the mean-
time, the chairperson has held press conferences and commenced 
activities. However, the Regulator is not yet fully functional. It is 
expected that the Regulator will only become fully operational 
towards the end of 2017 or during the course of 2018.

As in other jurisdictions, there is significant focus on data secu-
rity, in view of various ransomware attacks and hacking incidents. 
Organisations are increasing their efforts to strengthen their IT 
systems and educate staff in order to mitigate risks.
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machines, SMS or email is prohibited unless the data subject has 
given his or her consent to the processing or is a customer of the 
responsible party;

• a responsible party may approach a data subject whose consent is 
required and who has not previously withheld such consent only 
once in order to request the consent of that data subject, in a pre-
scribed manner and form;

• a responsible party may only process the personal information 
of a data subject who is a customer of the responsible party if the 
responsible party has obtained the contact details of the data sub-
ject in the context of the sale of a product or service, for the pur-
pose of direct marketing of the responsible party’s own similar 
products or services, and if the data subject has been given a rea-
sonable opportunity to object, free of charge and in a manner free 
of unnecessary formality, to such use of his or her electronic details 
at the time when the information was collected and on occasion of 
each communication with the data subject for the purpose of mar-
keting if the data subject has not initially refused such use;

• any communication for the purpose of direct marketing must con-
tain details of the identity of the sender or the person on whose 
behalf the communication has been sent and an address or other 
contact details to which the recipient may send a request that such 
communications cease; and

• a data subject who is a subscriber to a printed or electronic direc-
tory of subscribers available to the public or obtainable through a 

directory inquiry service, in which his or her personal information 
is included, must be informed, free of charge and before the infor-
mation is included in the directory, about the purpose of the direc-
tory and about any further uses to which the directory may be put 
based on search functions embedded in electronic versions of the 
directory. A data subject must be given a reasonable opportunity 
to object, free of charge and in a manner free of unnecessary for-
mality, to such use of his or her personal information or to request 
verification, confirmation or withdrawal of such information if the 
data subject has not initially refused such use. These provisions are 
not applicable to directories produced in printed offline electronic 
form prior to the commencement of this section. If the personal 
information of data subjects who are subscribers to fixed or mobile 
public voice telephony services have been included in a public sub-
scriber directory in compliance with the conditions for the lawful 
processing of personal information prior to the commencement 
of this section, the personal information of such subscribers may 
remain included in this public directory in its printed or electronic 
versions, after having received the information required.

42 Cloud services

Describe any rules or regulator guidance on the use of cloud 
computing services.

No rules or guidance has been issued.
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